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The Firebox Feed provides 

quantifiable data and trends 

about hackers’ latest attacks and 

understanding these trends can 

help us improve our defenses. 
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Introduction
For over a decade, WatchGuard’s 

Threat Lab (previously the 

LiveSecurity Threat team) has closely 

monitored the latest computer and 

network security threats affecting 

small to midsize businesses (SMBs) 

and distributed enterprises (DEs), 

and shared our research and 

analysis with the world via our blog, 

Secplicity.org. 

Our threat intelligence has come from many sources 

in the past, including individual malware and threat 

research projects, data from our internal honeynet, 

research into underground forums and economies, 

and shared data from WatchGuard’s many industry-

leading partners. However, most recently we’ve 

added the Firebox Feed to our arsenal of threat data.

The Firebox Feed is the name we’ve given to the 

anonymized threat data gathered from the tens of 

thousands of unified threat management (UTM) 

appliances protecting our customers around the 

world. These globally distributed security appliances 

constantly identify and block millions of network 

exploits, malware infections, and advanced attacks 

every month, and provide valuable insight into 

exactly how cyber criminals are evolving and re-

targeting their attacks. We plan to share these trends 

and insights with you every quarter in this Internet 

threat report. 

Our Firebox Feed and latest research projects have 

given us a deeper insight into the biggest threats our 

customers face and how cyber criminals craft their 

latest attacks. We are excited to continually share 

these kinds of insights with you in our quarterly 

security reports. We hope this report becomes a 

regular stop in your quest for information security 

knowledge, and invite you to share any feedback 

you have that could make it more valuable. Thanks 

for joining us this quarter, and read on to learn more 

about the latest computer and network threats.

In general, the quarterly 
report will consist of:

The latest Firebox Feed  
trends and analysis 
This includes the top network attacks, top 

malware trends, and our analysis on what 

contributes to these trends. We’ll also share 

protection tips to avoid these top attacks.

Analysis on the top information 
security (infosec) stories  
from the quarter 
Today, you’re flooded with infosec stories 

every week. In this section, the Threat team 

analyzes the top security incidents from 

the quarter, focusing on the issues with the 

widest impact. When possible, the team 

provides deeper technical analysis on these 

issues than the original news, and shares 

practical tips to help you avoid the issue. 

New Security Research  
and Discoveries 
WatchGuard’s Threat Lab constantly runs 

security research projects to study the 

threats or issues affecting organizations 

today. For example, last quarter the team 

began a project looking into the lack of 

security of random Internet of Things 

(IoT) devices. Every quarter, we’ll share 

the results from primary security research 

projects like these.

Tips to protect your organization 
from the latest threats 
While the Threat Lab team is fascinated—

even obsessed—with following the latest 

evolutions in criminal hacking and malware, 

we don’t do it just for fun. For every report, 

our goal is to provide you with practical 

defense tips that can help you survive 

the current threat landscape. More than 

anything, this report is intended to offer you 

the tools you need to minimize the online 

risk of your organization.
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As has been the trend of late, Q4 2016 was a very eventful time for information 

security. Businesses are getting inundated with ransomware attempts through 

phishing emails and malicious websites. Banks are getting targeted by 

sophisticated criminals who have been able to steal millions of dollars at a time. 

Even nation-states have gotten involved, with the U.S. officially blaming the Russian government for an 

election-related breach. To survive this dynamic threat landscape, you need to understand the latest attack 

trends. This report provides some details around those trends. Here’s a high-level summary of some of the 

things you’ll learn from this report:

•     30% of malware was “zero day” and wasn’t caught by legacy antivirus (AV) solutions. You’ll miss almost 

1/3 of malware without an advanced threat prevention solution.

•     Macro-based malware is still prevalent. Despite being an old trick, many spear-phishing attempts 

include documents with malicious macros.

•     JavaScript is a popular malware delivery and obfuscation mechanism. Our feeds see a rise in 

malicious JavaScript, both in email and over the web.

•     Most network attacks target web services and browsers. In fact, 73% of the top attacks target web 
browsers in drive-by download attacks.

•     Exploit Kits (EKs) are a popular malware delivery mechanism, and likely account for the prevalence of 

malicious JavaScript.

•     Sophisticated attackers continue to target banks with evasive malware.

•     We see a significant amount of Linux-based trojans, likely connected with IoT attacks. 

•     Nation-state hackers use similar hacking tools as criminals, but with more sophisticated obfuscation 
and evasion techniques.

Those are just a few of the many trends this report explores. Read on for more in-depth explanations and 

deeper technical analysis.  

Executive Summary

18.7 MILLION 
malware variants  

(758 variants per device)*

In Q4, 2016 
WatchGuard 
blocked over:

3,038,088 
network attacks

(123 attacks per device)*

* average per participating device
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Firebox Feed Statistics

In order to keep our defenses up-to-date, and 

become more predictive of future threats, we need 

to understand how cyber criminals are attacking us 

today. 

The Firebox Feed provides quantifiable data 

and trends about hackers’ latest attacks and 

understanding these trends can help us improve 

our defenses. As mentioned in the introduction, the 

Firebox Feed is a database of anonymized threat 

data we gather from tens of thousands of active 

Fireboxes around the globe. We gather information 

about the malware our Gateway Antivirus and 

APT Blocker services catch, and details about the 

network attacks our Intrusion Prevention Service 

(IPS) blocks. We also gather geolocation data about 

where these threats originate. We do not, however, 

gather any private or sensitive data about our 

customers’ networks or configurations, and allow 

customers to opt-out of this feed at any time. That 

said, the threat data we gather is a very valuable 

resource for learning how cyber criminals are 

targeting victims in real time.

This section of the report highlights the information 

gathered by our Firebox Feed for the fourth quarter 

of 2016, as well as our analysis of that data and 

any trends it uncovers. We’ve divided this into two 

sections. One covers the top malware discovered by 

our malware detection services, and the other the 

top network attacks seen by our IPS. We conclude 

with key takeaways from our analysis and some 

defense tips to keep the more common attacks and 

malware from affecting your network. 

In the fourth quarter of 2016 WatchGuard’s Firebox Feed gathered 
threat data from 24,694 active Firebox security appliances around 
the world. While this is a large statistical sample, it only represents 
a portion of our customers since we only gather data from new 
appliances running relatively current versions of our Fireware OS. 

Throughout the year, cyber criminals and malware authors continually evolve 

their attacks to attempt to dodge our defenses. Ransomware becomes more 

evasive, social engineering techniques get fine tuned, and attackers target 

different network services to sneak their malware into our systems. 

The Firebox Feed is a database of anonymized threat 
data we gather from tens of thousands of active 
Fireboxes around the globe. 
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During this three-month period, our Gateway 

AntiVirus (GAV) service prevented 14,855,976 

malware variants from entering our customers’ 

networks, which represents an average of 602 

malware samples blocked per Firebox. Our advanced 

malware prevention service, APT Blocker, blocked 

an additional 3,863,078 malware variants. Figure 1 

illustrates the top ten malware threats blocked by 

WatchGuard Fireboxes in Q4.

Before analyzing these top malware samples in 

detail, it’s important to understand that the Firebox 

GAV is a network-based malware solution. Today, 

attackers deliver malware in a multi-staged process. 

Usually, the ransomware, trojan, or bot client that 

ends up on a victim is not the first malware to pass 

over the network. Rather, many attackers first infect 

victims with droppers, downloaders, or stagers to 

try an evade security solutions. These malicious 

payloads are what download the “intended” final 

malware onto the system. Our network-based 

malware solution tends to catch these droppers 

before they get to your computer. As a result, our 

solution usually sees these first-stage malware 

variants more often than named ransomware or 

trojan samples. 

The top two GAV hits by a significant count are 

Linux/Exploit and FakeAlert. Both of these are 

generic detection rules that catch a number of 

related threats. Let’s look at each in more detail. 

Figure 1: Top Ten Firebox GAV hits for Q4 2016

Generic Linux Trojan

Generic Dropper

 

Malicious JavaScript

Malicious JavaScript

PHP shell

Macro malware

Macro malware

Dropper/downloader

Macro malware

Macro malware

CATEGORY

Linux/Exploit

FakeAlert

 

JS/Downloader.Agent

JS/Heur

PHP/BackDoor

W97M/Class

W97M/Marker

Cryptic.BNY

XM/Laroux

W97M/Generic

THREAT NAME

1,338,335

1,147,744
 

573,122

286,686

256,151

217,832

184,535

166,380

144,008

142,808

COUNT

No matter the type of attacker or purpose of attack, most cyber criminals 

attempt to install malware on your systems to gain persistence. This malware 

can do anything from silently installing a backdoor on your computer, to 

encrypting all your important files and holding them ransom. In this section, 

we highlight the top malware our Firebox Feed network saw trying to 

infiltrate our customers’ networks.

https://en.wikipedia.org/wiki/Dropper_(malware)
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Linux/Exploit

Sample Hashes: 
c9c50c4b28d5209c2366ac4ec531ae0c, 

e9b5716cac7e5e0df3a209456294a34c, 

ba351d6d843e8690a072031dde4f487b

Alternate names: Linux.CornelGEN

Linux/Exploit is a generic detection rule that can 

catch a number of Linux trojans. Many Linux-based 

trojans tend to do the same thing. An infected system 

automatically scans the Internet looking for other 

computers with open telnet or SSH services, it tries 

to brute-force or use default login credentials, and 

if successful, it uploads and runs a Linux ELF file or 

script that turns the new victim into another zombie. 

This rule generically catches this type of Linux trojan. 

While this is a very old type of attack, it’s still quite 

relevant today, simply because infected systems are 

constantly scanning for new victims. For instance, 

the well-known Mirai botnet, made up of Linux-based 

Internet of Things (IoT) devices, essentially works 

in this exact way. While Linux/Exploit obviously is 

one of the most prominent threats our Fireboxes 

detect, it likely represents more the “malicious noise” 

of infected systems always trying to spread their 

infection to other open Linux devices. 

FakeAlert

Sample Hashes: 
2c6626de98468fe3be6f26cced500cad, 

f9f1e776b9630a64850a45fb7b3dfafe, 

858e2aed6ba9b096679967da540d40c3

Alternate names: Zusy, Generic Dropper

Despite the weird name, FakeAlert detects generic 

droppers. This dropper can be associated with and 

deliver any number of malware variants. However, the 

samples recently found seem to be related to named 

threats like Locky, Zeus, and Zusy. In other words, 

attackers most recently use these droppers to deliver 

ransomware and banking trojans.  

Malicious JavaScript and  
Macro Malware

Besides the top two hits, a big trend in our data is 

the prominence of both JavaScript and Office macro 

malware. 

You’ll noticed that many of the samples in our top ten 

list either start with “JS” or “W97M.” These detection 

rules are designed to catch malicious JavaScript code 

used to deliver malware, or Word documents that 

contain malicious macros. This JavaScript and macro 

malware trend extends well past the top ten list, and 

into the top 100 list, making it much more prominent 

than our top ten list might suggest. In short, we 

are seeing many attackers deliver malware through 

booby-trapped Word documents, and malicious 

JavaScript code.  

Malicious Macro Documents

Malicious macro documents are actually a very old 

‘90s attack vector that have made a comeback. Word 

allows users to add dynamic content to documents 

with macros and Visual Basic for Applications (VBA). 

In a nutshell, these tools allow you to embed content 

in a document that can either install or download a 

malicious executable on your system. Basically, the 

Word document becomes a type of downloader. 

Typically, macro-based malware requires more user 

interaction, since macros aren’t enabled by default. 

However, this type of malware has made a comeback 

since many users consider documents benign, and 

these documents sometimes evade legacy security 

scans. There are also underground forums that share 

easy to use malicious VBA templates to create these 

documents, making it much easier for less savvy 

cyber criminals to use. Victims will most commonly 

encounter these malicious macro documents 

as attachments in email, not necessarily as web 

downloads. 

WatchGuard’s GAV services has many rules that 

detect both generic and specific Word macro 

malware samples, and many of these turned up on 

our full top 100 list. It’s clear that macro malware is 

still popular among attackers. We recommend you 

warn your users about malicious documents in email. 

Also, our Firebox’s SMTP Proxy has a feature that can 

strip Office documents with macros from an email. 

If you protect your email server with our Firebox, we 

recommend you configure this feature.  

Malicious JavaScript

JavaScript is a high-level scripting language most 

commonly used on dynamic websites. While not the 

only case, developers typically use JavaScript as a 

https://www.secplicity.org/2016/02/22/locky-new-crypto-ransomware-in-the-wild/
https://en.wikipedia.org/wiki/Visual_Basic_for_Applications
http://watchguardsupport.force.com/publicKB?type=KBArticle&SFDCID=kA2F0000000DVUUKA4&lang=en_US
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“client-side” script, where code runs in the user’s 

browser, not on the website itself. Many popular 

websites use and require JavaScript for legitimate 

site functionality, but many attackers also abuse 

JavaScript to force exploits that deliver malware. 

Attackers tend to use malicious JavaScript in two 

ways, either as malicious code embedded on a 

website, or as a malicious .JS file sent via email.  

In the web case, this JavaScript is commonly 

attached to exploit kits. Web Exploit Kits (EKs) are 

pre-packaged malicious web frameworks designed 

to automatically identify a victim’s software and 

exploit the proper flaw against it to deliver malware. 

They’re an “easy button” for drive-by download 

attacks. Attackers commonly sell these EKs on 

the criminal underground. The EKs use malicious 

JavaScript to exploit the flaws they need to 

deliver malware, and often use various obfuscation 

techniques to hide the malicious JavaScript they 

deliver. 

We also see JavaScript files (.JS) delivered in 

malicious emails, usually as a compressed Zip 

attachment. This JavaScript acts like a downloader. 

If you run the .JS file, it downloads and installs the 

intended malware. In fact, this is one of the common 

delivery methods for the Locky ransomware (though 

Locky also used malicious Office documents, too).   

WatchGuard’s GAV service has many generic and 

specific rules to catch malicious JavaScript, including 

the JS/Heur and JS/Downloader.Agent seen in our 

top ten list. We see even more of these malicious 

JavaScript rules when analyzing the full top 100 

list. Some of the samples these rules detected are 

associated with exploit kits like Angler, Neutrino, 

and Rigs, and are known to deliver ransomware like 

Locky and Nemucod. 

Our data shows that malicious JavaScript plays a 

big role in modern malware delivery, both over the 

web and through email. Make sure you have security 

controls that can identify malicious JavaScript. 

PHP Shells Still Going Strong

Webshells or backdoor shells are malicious pieces 

of code uploaded to web servers that give hackers 

a page where they can access your web server’s file 

system to upload and download files, or in some 

cases even execute commands to gain full control 

of your server. These webshells are typically written 

in PHP, but can also use other languages like Ruby 

or Python. PHP Shells like c99 or r57 have been 

around for well over a decade, and have had many 

evolutions and modifications. 

According to our GAV data, PHP/Backdoor— a 

generic rule to catch various PHP webshells—is the 

fourth most common malware detected by Fireboxes 

around the world. This is a good reminder that old, 

does not necessarily mean irrelevant. Despite their 

basic nature, hackers have continued to modify and 

improve upon the original PHP shells, and still use 

them on websites they can gain access to through 

web application attacks. Later in this report, you’ll 

read about a nation-state attack that allegedly used 

a PHP shell similar to the ones detected by this rule. 

Zero Day vs Known Malware

Besides our rule-based GAV service, Firebox 

customers can also use our APT Blocker service to 

catch more advanced malware. APT Blocker runs 

suspicious files in a next generation cloud sandbox, 

and monitors its behaviors to identify zero-day 

malware that signature-based detection solutions 

would miss. Even if our GAV service doesn’t detect 

anything bad, Fireboxes with APT Blocker will run 

additional checks to make sure it’s not a brand new 

threat. 

By definition, if APT Blocker catches a threat, 

signature-based GAV missed it. By comparing these 

two services, you get a fairly accurate idea of the 

ratio of newer, zero-day malware, which legacy AV 

solutions might miss, compared to known malware.  

 

 

Figure 3: Known vs. Zero-day Malware

OF MALWARE WAS
30%
ZERO 
DAY

https://en.wikipedia.org/wiki/Backdoor_Shell
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That said, not all our customers have APT Blocker. For 

a one-to-one comparison, we have to compared the 

total GAV hits only on boxes that have APT Blocker. 

According to our Firebox Feed, GAV found 8,956,040 

known malware variants on boxes that also had APT 

Blocker. Meanwhile, APT Blocker prevented 3,863,078 

new malware variants on these same devices. This 

means at least 30% of the malware our systems 

discovered was zero-day, and missed by legacy AV 

solutions.

This illustrates the critical importance of advance 

threat prevention (ATP) solutions today. Without 

advanced, behavioral-based malware detection, AV 

solutions could miss almost one third of the malware 

spreading online, which is why so many victims get 

infected by threats like ransomware despite having 

basic AV solutions. We highly recommend you 

leverage ATP solutions like WatchGuard’s APT Blocker.  

 

Geographic Malware 
Distribution

We don’t see any overarching geographic malware 

trends, other than our system detects more malware in 

EMEA compared to the Americas. However, this may 

have more to do with licensing and sales results than 

actual malware trends.

However, we did see a few stand-out geographic 

trends for individual malware variants:

1.   99.8% of our PHP/Backdoor detections came from 

Italy. We are not sure why, but PHP shells seem very 

popular there.

2.   All of our top ten Word macro malware variants 

primarily affected two countries; U.S. and China. 

The huge majority of the malicious macro 

documents were detected in the U.S., but China was  

always the runner up. We believe the relationship 

may have to do with victim/attacker, and will leave 

you to conclude which is which.

Figure 2: Malware Detections by Region

Americas 

41% APAC 

6%

99.8% of our PHP/Backdoor detections 
came from Italy. We are not sure why, but 

PHP shells seem very popular there.

EMEA 

53%

All of our top ten Word macro malware variants primarily affected two countries; 
U.S. and China. The huge majority of the malicious macro documents were detected 

in the U.S., but China was always the runner up. We believe the relationship may 
have to do with victim/attacker, and will leave you to conclude which is which.
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Network Attack Trends
In order to take control of your servers or force malware onto users’ computers, 

attackers often exploit software vulnerabilities. WatchGuard’s Intrusion Prevention 

Service (IPS) is designed to detect these client and server-side exploits, and 

prevent them from working. This section of the report highlights the top exploits 

our Firebox Feed sees around the world. 

 Threat  Affected CVE 
Signature Name Category Products Number Count

WEB-CLIENT WScript.Shell  Web Client Windows web browsers n/a (multiple vulns) 1,932,324 
Remote Code Execution(3) 

WEB URI Handler Buffer Overflow - POST(1) Web Server Windows web servers CVE-2011-1965 430,635

WEB HTTP Basic Autho Header  Web Server All web servers CVE-2009-0183 132,946 
Buffer Overflow 

WEB Nginx http_parse_chunked  Web Server Nginx CVE-2013-2028 120,920 
Buffer Overflow(1) 

WEB HTTP Host Header  Web Server Apache CVE-2003-0245 62,526 
Buffer Overflow 

WEB NetBSD tnftp fetch_url  Web-based FTP tnftp (Apple, NetBSD, Linux) CVE-2014-8517 47,349 
Command Execution(2) 

WEB-CLIENT Suspicious HTML Iframe Tag(4) Web Client All web browsers n/a 40,582

WEB-CLIENT Suspicious HTML Iframe Tag(9) Web Client All web browsers n/a 39,358

WEB-CLIENT WScript.Shell Remote  Web Client Windows web browsers CVE-2006-4704 37,363 
Code Execution(1) 

WEB-CLIENT Suspicious  Web Client All web browser (flash) n/a (multiple vulns) 28,629 
Adobe Flash File Load(3) 

Figure 5: Top Ten IPS Hits Q4 2016

Figure 4: IPS Top Ten by hit count
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http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2009-0183
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2009-0183
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-2028
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2003-0245
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2014-8517
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2006-4704
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1131155
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1120193
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1054965
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1057664
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1054796
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1130245
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1131554
http://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1132625
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1110895
http://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1132509
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During Q4 2016, our IPS blocked 3,038,088 network 

attack, which averages to 123 intrusion attempts 

per Firebox customer. The previous figure and table 

show the top ten network attacks seen during this 

period, and gives you a better idea of the most 

prominent exploits we blocked.

Rather than analyzing each individual exploit (see 

the links in the chart if you want more detail), let’s 

discuss the two overall trends we see in this data:

1.   Web-based attacks are by far the most 
prominent. All of the top ten exploits are web-

based attacks that either target your web server 

(or other network services offered via web-based 

portals) or your web clients (web browsers or 

browser plug-ins). 

 

In fact, this trend extends further down the list 

of our top IPS exploits. The top twenty continues 

to consist primarily of web-based attacks. It also 

begins to include web application attacks like 

cross-site scripting. Even the attacks that target 

specific software, like Adobe’s Flash Player (CVE-

2015-5126), are still web-based exploits triggered 

in your browser. The only non-web attack in 

our top twenty list was a variant of the Android 

Stagefright attack (CVE-2015-3824). 

 

In short, it’s clear the web is the battleground. 

Most of the network attacks we see exploit web-

based vulnerabilities. 

2.   Most attacks target your web browser to 
launch drive-by downloads. Looking only at 

the categories in the top ten list, it may seem like 

half the flaws target web servers, and half target 

web clients. However, when taking the hits into 

account, we find that 73% of the top exploits 

target web browsers. 

 

For example, the top IPS hit by far, Wscript.Shell 

Remote Code Execution (3), is a signature that 

catches exploits targeting Internet Explorer (IE). 

IE has suffered a number of vulnerabilities in the 

past that allow attackers to execute code using 

VBscript and the Wscript.shell object, such as the 

one described in this Microsoft Security Bulletin 

(MS13-009). There are plenty of publicly available 

exploits for this flaw, which hackers sell and share 

on the criminal underground. 

 

 

This type of vulnerability is perfect for drive-by 

download attacks, which are a type of attack 

where criminals leverage flaws in your browser, or 

browser related software, to force your computer 

to silently download and install malware. More 

specifically, we often see cyber criminals build 

exploits like this into their web exploit kits (EKs), 

which we described in the previous malware 

section.  

 

Attackers can similarly leverage the other web 

client exploits from the top ten to launch or 

redirect to drive-by download attacks. Other 

notable hits include two signatures to catch 

suspicious IFRAME tags. These particular 

signatures don’t catch actual software exploits, 

rather they’re generic signatures to catch 

malicious IFRAME usage. The IFRAME tag is a 

legitimate HTML element that allows developers 

to embed one HTML document into the current 

document. However, it’s also a tag that malicious 

hackers often invisibly exploit to load a different 

webpage in the web user’s browser. If an attacker 

can hijack a legitimate website and inject code 

Figure 6: Wscript.Shell exploit sold on criminal 
underground

Figure 7: Publicly available Wscript.Shell exploit 

http://www.watchguard.com/wgrd-resource-center/network-security-glossary#XSS
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1131433
https://www.watchguard.com/SecurityPortal/ThreatDetail.aspx?rule_id=1132263
https://www.secplicity.org/2015/07/29/stagefright-affects-most-androids-daily-security-byte-ep-119/
https://www.secplicity.org/2015/07/29/stagefright-affects-most-androids-daily-security-byte-ep-119/
https://technet.microsoft.com/en-us/library/security/ms13-009.aspx
https://technet.microsoft.com/en-us/library/security/ms13-009.aspx
https://www.w3schools.com/tags/tag_iframe.asp
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onto that page, they often leverage IFRAMEs 

to quietly load a malicious webpage in the 

background; perhaps one hosting their favorite 

EK. Among other things, this is also a popular 

technique used in “malvertising” campaigns. 

In summary, our IPS services mostly detected 

attackers launching web-based attacks. 73% of 

those attacks specifically target your users browsing 

the web, and likely would have resulted in drive-by 

downloads without IPS protection. Many of these 

web client exploits are built into EKs like Angler and 

Rigs, and are used to force ransomware and other 

malware onto victims’ computers. 

Geographic Attack Distribution

We found two very distinct geographic trends in our 

IPS data. First, the majority of the top ten attacks 

happened in the EMEA region.

Though it’s not unusual to see more attacks in one 

region than another, the magnitude of difference 

between EMEA and the Americas surprised us at 

first. However, it also led to the discovery of the 

second distinct geographical trend. 

The #1 network attack, Wscript.shell Remote Code 

Execution (3), almost entirely affected Germany 

alone. Breaking it down country by country, that 

attack targeted Germany 99% of the time:

 

Figure 9: Country distribution of Wscript.shell(3)

We can’t yet tell exactly why this exploit almost 

exclusively targeted Germany in Q4. However, we 

have seen historical attack campaigns target specific 

countries before. 

The majority of the top ten attacks 
happened in the EMEA region

Figure 8: Regional distribution of IPS hits.

EMEA 

89%
AMERICAS 

10%

APAC 

1%

GERMANY 

99%
All Other  
Countries

 1%

https://en.wikipedia.org/wiki/Malvertising
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For instance, when it first came out, the Locky 

ransomware primarily targeted Germany, and later 

France (it has since moved to a global threat). Also, 

attackers often target specific countries during 

big regional events, such Germany’s Oktoberfest, 

which happens to fall in Q4. Finally, once cyber 

criminals regionalize their attacks, by translating 

their malicious emails, web pages, or malware UI to a 

specific language, they obviously only use that threat 

in regions that speak the language. We assume that 

a particular exploit kit or malicious email campaign 

used this well know exploit to target German victims. 

Once you remove the attack that primarily targeted 

German victims, the regional distribution of IPS hits 

looks more inline with what we believe is normal.

Figure 10: Regional distribution of IPS hits 
without Germany attack

EMEA 

65%
AMERICAS 

30%
APAC 

5%

Once you remove the attack that primarily targeted 
German victims, the regional distribution of IPS hits 

looks more inline with what we believe is normal

When it first came out, the Locky ransomware primarily 
targeted Germany, and later France (it has since moved 
to a global threat). Also, attackers often target specific 
countries during big regional events, such Germany’s 
Oktoberfest, which happens to fall in Q4. 
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Web and Email Threat Analysis
Through the Firebox Feed call 

home data reported back from 

WatchGuard appliances in the field, 

we identified three major threat 

trends in Q4. 

1.  JavaScript-based downloaders and exploits

2.  Word macro malware

3.  Web exploit kits and drive-by-downloads 

JavaScript Downloaders  
and Exploits

Of malware sent via email, more than half of 

the top ten threats discovered were JavaScript-

based downloaders. Web traffic also saw similar 

percentages of JavaScript-based downloaders in 

threats detected.

JavaScript downloaders are a favored tool for 

delivering malware like Remote Access Trojans 

(RATs) and ransomware. Locky for example, one of 

the most prolific ransomware samples in 2016, was 

primarily delivered using a JavaScript downloader 

inside a zip-file attachment to an email. Attackers 

can also host JavaScript downloaders directly 

on malicious websites with hopes of tricking a 

victim into visiting the website and triggering the 

JavaScript as a form of Drive-by-download attack.

On the most basic level, JavaScript downloaders 

connect to a malicious web server then download 

and execute a malware payload on the victim’s 

computer. Recently, the malware payload is almost 

always ransomware but spyware and RATs are not 

entirely uncommon. The actual JavaScript code 

contained in the JavaScript downloader is usually 

obfuscated by breaking up suspicious JavaScript 

functions into separate variables and then executing 

them using the JavaScrip eval() function. Figure 1 

shows an example of code obfuscation in a code 

snippet from the ENDESA_FACTURA JS Downloader.

Figure 1: ENDESA_FACTURA JS Downloader  

Code Sample

 

Browser-based JavaScript downloaders can be 

stopped by blocking all JavaScript using browser 

extensions like NoScript for Firefox or ScriptSafe 

for Chrome. However, this sledgehammer approach 

typically causes collateral damage in breaking 

desired features on perfectly legitimate websites. 

Initial setup, including adding exceptions for trusted 

websites, can be tedious, but ultimately results in 

one of the strongest last lines of defense. Addons 

like NoScript can protect you from email-delivered 

JavaScript downloaders as well if your workstation’s 

default behavior for JavaScript is to load it in a 

browser. 
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Catching and blocking JavaScript downloaders 

before they reach your inbox or web browser is often 

simpler than stopping its execution from succeeding. 

Network-based antivirus solutions, like WatchGuard 

Gateway AntiVirus, can prevent the downloader from 

even reaching the client.

Aside from technical protections, employee 

education is an important step in stopping 

JavaScript downloader attacks. Employees should 

be trained to identify and avoid malicious links and 

attachments in emails that slip through your other 

defenses. Sometimes all it takes is one user clicking 

a link in a spear-phishing campaign to infect the 

entire corporate network with ransomware thanks to 

a JavaScript downloader drive-by-download attack. 

You should also inform your users to never run .JS 

files found in email attachments (usually compressed 

as a Zip file).  

Word Macro Viruses

Word (and other Microsoft Office products) macro 

viruses remain another common malware delivery 

method for attackers. Interestingly, most Word 

macro viruses were detected via web traffic (HTTP 

and HTTPS) instead of email traffic. This could be 

explained in several ways. Attackers may prioritize 

webmail accounts, accessed via browsers, over 

corporate email accounts stored on an SMTP server 

and accessed via a mail client. Furthermore, many 

corporations have adopted SaaS based email 

solutions, and may access their email using OWA, or 

Office 365’s web options. 

In the case of normal email delivery, protections such 

as automatic Macro identification and removal in the 

WatchGuard SMTP Proxy, could block these attacks 

before antivirus detects a threat. Regardless of the 

delivery method, macro viruses are a major threat 

trend identified in Q4 2016.

Word macro viruses use Microsoft Office documents 

to disguise malware downloaders. Office documents 

have the option to use scripted languages, typically 

Visual Basic Scripting (VBScript), to perform 

automatic actions when a document is opened via 

macros. Recent versions of Microsoft Office require 

the victim to explicitly allow macros when opening a 

macro-enabled document, but victims can be easily 

tricked into doing so, and might simply be ignorant 

to the dangers.

Defending against macro viruses starts with 

employee education. Employees should be trained 

to never open an unsolicited office document. Even 

documents received from trusted contacts should 

be treated as suspect until proven otherwise as 

compromised accounts are commonly used to 

send malicious emails. Employees should confirm 

directly with the sender whenever a macro-enabled 

document is received to confirm if the message 

is legitimate and if macros are required for the 

document to function correctly.

For systems administrators, Microsoft Office 2016 

includes domain-configurable options to prevent 

office macros from running. These settings are 

configurable via Group Policy per application with 

enough granularity to support most use cases.

As with JavaScript downloaders, you can also take 

measures to stop the virus from ever reaching 

the end user. WatchGuard Gateway AntiVirus and 

APT Blocker can both scan office documents for 

malicious content and take action to stop the 

malicious content at the perimeter. Since these 

Catching and blocking JavaScript downloaders before they reach 
your inbox or web browser is often simpler than stopping its 
execution from succeeding. Network-based antivirus solutions, like 
WatchGuard Gateway AntiVirus, can prevent the downloader from 
even reaching the client.

http://watchguardsupport.force.com/publicKB?type=KBArticle&SFDCID=kA2F0000000DVUUKA4&lang=en_US
http://watchguardsupport.force.com/publicKB?type=KBArticle&SFDCID=kA2F0000000DVUUKA4&lang=en_US
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malicious documents change so quickly that legacy 

AV can’t keep up, we recommend behavioral 

detection solutions like APT Blocker. 

Web Exploit Kits

The final major trend identified in Q4 of 2016 was 

the proliferation of web exploit kits (EKs). EKs are 

a close companion of JavaScript malware, often 

relying on disguised JavaScript to secretly load a 

malicious website hosting an exploit kit. Victims 

can also become targeted by an exploit kit when 

visiting an otherwise legitimate website that contains 

a cross-site-scripting (XSS) vulnerability. XSS 

vulnerabilities allow attackers to insert arbitrary code 

into a website which could potentially load an EK 

without the victim’s knowledge.

For the most part, EKs rely on potential victims 

not staying up to date on their web browser’s and 

extensions’ software patches. While EKs sometimes 

include zero-day exploits in their database, it’s very 

rare. The Java and Flash browser plugins are two of 

the most common targets for EKs, though they do 

also target simple browser flaws, too.

As you can probably guess, employee education is 

one of the more important protections against falling 

victim to an EK. Spear-phishing emails, like the ones 

used in the 2016 election hacking, often contain web 

links directly to exploit kits. Organizations should 

train their employees to spot phishing emails and not 

fall victim to malicious links.

Excluding zero-day vulnerabilities, keeping all 

applications and extensions up to date stops most 

EKs from finding holes to exploit. If you cannot 

automatically download and install security patches 

as they become available, check for patches on a 

regular basis and install them as soon as possible.

For technical protections, a multi-layer approach 

is recommended. WatchGuard IPS identifies and 

blocks exploits commonly used by EKs. Gateway 

AntiVirus and APT Blocker can be used to catch 

malicious downloads before they reach the victim. 

Finally, WebBlocker and Reputation Enabled Defense 

(RED) can prevent connections to known malicious 

websites before any exploit kit is able to load.

APT Blocker prevented 3,863,078 new malware variants 
on these same devices. This means at least 30% of the 
malware our systems discovered was zero-day, and 
missed by legacy AV solutions.

EKs have four main functions:

Scan the web browser version 
and available plug-ins, to learn 

the attack surface

Match that info with an exploit 
in the EK’s library

Exploit that vulnerability

Download and execute malware 
using the exploited vulnerability 

1

2

3

4
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2

Firebox Feed Statistics 
Defense Learnings

To summarize, here are the high-level malware and attack 

trends we found from our Firebox Feed data, and some 

corresponding defense strategies for each trend.

Attackers are increasingly 
using JavaScript to deliver 
malware

Whether as malicious web code found in 

exploit kits (EKs) or as .JS attachments in 

spear-phishing emails, cyber criminals are 

using JavaScript to both deliver malware 

and obfuscate their attacks. Be sure to 

deploy security controls, like WatchGuard’s 

GAV service, that can recognize malicious 

JavaScript whether over the web or email.

Malicious macro documents continue to work

Despite being an old trick, and requiring some user interaction, cyber criminals are still using 

malicious macro documents to trick your users into installing malware. These evil documents 

primarily show up in targeted email attacks. Make sure your anti-malware service is able to catch 

these threats whether in email or downloaded over the web. 

More importantly, we highly recommend you implement some sort of advanced malware detection 

solution, such as WatchGuard’s APT Blocker. Since it’s trivial for attackers to customized these 

documents to match their latest target, they change regularly, and signature or pattern-based 

malware solutions may miss them. 

To make sure you can block even the latest macro malware document, you should employ 

behavioral-based malware solutions like APT Blocker. We also recommend you educate your users 

to the dangers posed by documents. Make sure they are weary of any unsolicited Office files or 

PDFs they receive in email, whether or not they seem to come from people they know. 

Finally, consider using our SMTP proxy’s feature to strip Office documents containing macros.

CONTINUED
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Firebox Feed Statistics Defense Learnings (continued)

3

4

5

The web is the battleground

Most of the attacks we see in our Firebox Feed target 

web servers and web browsers. Since almost everyone 

allows web traffic through their firewall, be sure you 

utilize an array of security services to scan and protect 

your incoming and outgoing web traffic.

73% of attacks target users 
browsing the web

Most of the attacks and exploits we block target web 

clients, and likely come from the many EKs available 

to cyber criminals. Again, implement web security 

controls that can protect your web users. WatchGuard 

recommends Firebox customers enable our WebBlocker, 

RED, GAV, IPS, and APT Blocker services for all web 

traffic. We also recommend you patch your web 

browser, and browser plug-ins like Flash and Java, as 

regularly as you can.

Traditional AV misses 30% of malware

Nowadays, cyber criminals use many subtle tricks to repack their 

malware so that it evades signature-based detection. If you want 

to block most malware, you need to deploy some advanced 

threat solution. These anti-malware solutions can detect zero-

day threats using newer, more proactive detection techniques, 

such as behavior analysis. If you’re a WatchGuard customer, APT 

Blocker can catch the malware that traditional AV misses.
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Top Security Incidents 

In this part of the report, we describe and analyze 

some of the top industry security incidents from the 

quarter. In many cases, we’ll provide deeper analysis 

into the issue than you may have seen in the news. 

We also try to relate the incidents to findings from 

our Firebox Feed, when possible. Most importantly, 

we’ll share key defense strategy and lessons you can 

learn from these incidents. This quarter’s top cyber 

security stories include, the Mirai Botnet, updates to 

attacks on the SWIFT banking network, and alleged 

Russian hacking manipulation. 

The Mirai IoT Botnet

On September 20th, 2016, the Mirai botnet exploded 

into the spotlight with a record-setting 620 gigabit-

per-second Distributed Denial of Service (DDoS) 

attack targeting security reporter Brian Kreb’s blog 

krebsonsecurity.com. The public soon learned the 

same botnet launched an even larger DDoS attack, 

reportedly peaking at 1.1 terabytes-per-second, and 

targeting a French web host called OVH one day 

prior.

On September 30th, 2016, the author of the Mirai 

botnet posted the malware source code online along 

with an explanation as to why they were exiting 

the DDoS industry. Soon after, multiple variants of 

the Mirai botnet started making their rounds on 

the Internet. On October 21st, 2016, a DDoS attack 

sourced from a Mirai-variant botnet took down 

DNS service provider Dyn, rendering many popular 

websites including Reddit, Twitter, and Netflix 

unreachable. In November, another variant of Mirai 

crashed nearly 1 million Deutsche Telekom routers 

after adding them to a botnet.

The Mirai botnet highlights the security oversights 

of the Internet of Things (IoT) industry and has 

forced at least one manufacturer to issue a recall of 

their devices. The attack against krebsonsecurity.

com forced Akamai, who was providing free hosting 

to Krebs, to remove the site from their services. 

According to estimates, the Dyn downtime caused 

by Mirai cost anywhere from tens of thousands to 

low millions of dollars in lost revenue to affected 

websites like Shopify and Amazon. 

Since Mirai’s creator leaked the botnet code, we 

can offer a more technical analysis of this threat by 

examining that source, and highlighting some of its 

standout features and attributes. 

The Mirai source code is broken up into several 

different source files acting as modules with different 

functions. 

 

 

Of the most interesting modules, the table header 

and source files contain configurable settings and 

variables for the botnet, obfuscated using bitwise 

XOR operators to avoid detection during static 

analysis of the malware. The attack header and 

source files contain functions for initializing and 

running DDoS attacks using instructions from the 

command and control (C&C) server. The killer 

header and source files contain functions for killing 

processes running on the infected host, including 

competing malware and old versions of Mirai itself. 

A decade ago, you rarely saw information security-related headlines in the 

news. Now, it seems a day doesn’t go by that you don’t hear about a new 

cyber attack, a public data breach, or the latest vulnerability disclosure or 

research. While some of these stories are only interesting and don’t affect 

everyone, others illustrate wide-spread industry trends, and may offer security 

lessons we can all benefit from.

http://www.securityweek.com/hosting-provider-ovh-hit-1-tbps-ddos-attack
http://www.securityweek.com/hosting-provider-ovh-hit-1-tbps-ddos-attack
https://www.secplicity.org/2016/10/24/another-iot-botnet-derails-dyn-major-websites/
https://www.secplicity.org/2016/10/24/another-iot-botnet-derails-dyn-major-websites/
https://www.secplicity.org/2016/11/30/mirai-router-attacks-daily-security-byte/
https://krebsonsecurity.com/2016/10/iot-device-maker-vows-product-recall-legal-action-against-western-accusers/
http://www.pymnts.com/news/security-and-risk/2016/how-much-did-recent-hacks-cost-retailers/
https://en.wikipedia.org/wiki/Exclusive_or
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Mirai is only a memory resident threat. If the 
infected host reboots, the Mirai infection goes 
away, largely thanks to it deleting its own 
binary executable earlier. Of course, since other 
Mirai infected devices are constantly scanning 
for new victims, the botnet will quickly re-infect 
a still vulnerable device unless the device’s 
owner takes steps to secure it.

Top Security Incidents

Finally, the scanner header and source files contain 

functions for locating other vulnerable devices on 

the Internet and reporting them to the C&C server 

for further botnet propagation. You can find a list 

of the 60 some default credentials that the Mirai 

scanner attempts to use against new victims in 

the source code, or in many posts online. While 

Mirai’s scanner could work against any Linux device 

that exposes telnet and uses one of the default 

credentials, the botnet primarily affected Linux-

based DVRs and IP security cameras. 

When Mirai runs on a host, it starts by deleting its 

own binary executable.

The malware then sets a fake C&C address; which 

it later overrides with the real C&C address once 

the address is de-obfuscated. While the fake C&C 

address is clearly labeled as such in the source 

code, it could appear legitimate, and confuse an 

investigator analyzing the threat without benefit of 

the source (often called “blackbox” analysis).

  

After setting the fake C&C address, Mirai checks for 

any other instances of Mirai running on the host, 

possibly from previous infections, and kills them. It 

then generates several random names to replace 

its process name on the host, further hiding the 

malware from detection while running.  

 

 

 

  

It then creates a copy of itself in memory and 

kills the original, a common move for executable 

malware. Finally, the new copy of Mirai initializes 

the previously mentioned attack, killer, and scanner 

modules and starts calling home to the C&C server 

for instructions.

A unique, or at least uncommon, attribute for 

Mirai is that it doesn’t make any attempt to remain 

persistent on the host. Most malware copies itself 

to permanent storage, so that it reruns when the 

the infected device reboots. However, Mirai is only a 

memory resident threat. If the infected host reboots, 

the Mirai infection goes away, largely thanks to it 

deleting its own binary executable earlier. Of course, 

since other Mirai infected devices are constantly 

scanning for new victims, the botnet will quickly 

re-infect a still vulnerable device unless the device’s 

owner takes steps to secure it. 

 

 

https://www.grahamcluley.com/mirai-botnet-password/
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The early success of Mirai and the subsequent 

release of its source code means IoT botnets will 

remain a real threat to organizations in the coming 

years. DDoS attacks are difficult to protect against. 

Once malicious traffic has reached your network 

perimeter, it has already succeeded in saturating 

your Internet connection. The best hope towards 

stopping Mirai and other IoT malware requires 

efforts to prevent botnets from forming in the first 

place.

The Mirai IoT Botnet  
Defense Learnings

Replace Default Credentials with  
a Strong Password

First, IoT manufacturers must properly secure their products before shipping 

them to customers. Simply disabling telnet access in firmware is enough to 

halt the spread of Mirai and its direct spinoffs. Device owners should also be 

forced to set a strong password during setup to reduce the chance of malware 

brute-forcing valid authentication credentials. For long-term solutions, IoT 

manufacturers need to audit their products before release, looking for security 

vulnerabilities that could allow an attacker to compromise the device.

Protect IoT Devices with a Firewall

IoT consumers must do their part, too. You should never connect your 

IoT devices directly to the Internet, rather you should always place them 

behind a firewall to restrict access. Consumers should also be hesitant about 

opening ports through their gateway to their IoT device and instead look for 

more secure solutions like a mobile VPN for remote access.

Scan Your Network for Unauthorized IoT Devices

As for business owners and other victims of IoT botnet attacks, you should first 

ensure that your organization isn’t helping to perpetuate the problem. Scan your 

network to ensure employees haven’t connected any unauthorized devices that may 

be vulnerable to attack (WatchGuard’s Network Discovery service can help you here). 

If you own a video surveillance system (a common target for Mirai and its variants) or 

other IoT devices, restrict remote access wherever possible.

1

2

3
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Update on SWIFT  
Banking Attacks

During October 2016, new research emerged 

suggesting a second criminal hacking group was 

targeting the SWIFT banking network. Before diving 

into these new details, let’s quickly recap the original 

SWIFT banking hacks for those unaware.  

Original SWIFT Hacks

On February 4th 2016, criminal hackers successfully 

stole $101 million from a Bangladesh bank by 

leveraging stolen credentials and the SWIFT banking 

network to make large transactions between banks. 

The Society for Worldwide Interbank Financial 

Telecommunication (SWIFT) is co-op of banks that 

has created a messaging standard for processing 

financial transactions over networks. They use this 

network messaging protocol to transfer money 

between banks in the SWIFT co-op.

In February, a hacking team gained access to a 

Bangladesh bank’s internal network by circumventing 

the bank’s weak security controls. According to 

reports, the bank didn’t use a basic firewall, rather 

simply used a cheap switch to segment itself from 

other organizations on the same network. This lack 

of security made it fairly trivial for hackers to access 

internal computers. Using relatively normal hacking 

and lateral movement techniques, the criminals 

loaded a trojan to gain persistence on one of the 

bank’s computers, then loaded other tools used for 

lateral movement within the bank’s internal network. 

For instance, some of the groups behind these 

banking hacks used the relatively common credential 

stealing tool, Mimikatz, to grab local user credentials, 

which they then could use to access other computers 

on the network. These stolen credentials could also 

be used to access the SWIFT banking software as a 

“legitimate” user. 

Though these hackers used some common 

techniques and tools, they were also sophisticated 

enough to use more evasive malware that could 

bypass AV products. They also had learned enough 

about their target and the SWIFT system to create 

customized tools to modify or delete records of their 

transactions, and even block or modify print jobs 

associated with SWIFT transactions.

It’s important to note the hackers didn’t breach 

these networks due to any specific security flaw 

in the SWIFT software itself, rather they exploited 

other hacking techniques or network flaws to take 

over local systems, and then stole the credentials 

necessary to use the SWIFT software as an approved 

user.  

In the end, once the attackers breached this 

Bangladesh bank, they attempted to steal $951 million 

in multiple fraudulent transactions. Luckily, a spelling 

error clued the Federal Reserve Bank of New York off 

to some of the unauthorized transactions, which they 

then blocked. Of the $101 million the hackers did steal, 

authorities eventually recovered $20 million, leaving 

the criminals a grand total of $81 million.

Over the following months, the industry learned 

this was not a secluded incident. In fact, four other 

banks were victims of similar attacks, including an 

Ecuadorian bank that lost $12 million to a hack in 

2015, and two other banks that were breached, but 

didn’t lose any money. 

Of the $101 million the hackers did 
steal, authorities eventually recovered 
$20 million, leaving the criminals a 
grand total of $81 million.

https://www.symantec.com/connect/blogs/odinaff-new-trojan-used-high-level-financial-attacks
https://en.wikipedia.org/wiki/2015%E2%80%932016_SWIFT_banking_hack
https://en.wikipedia.org/wiki/2016_Bangladesh_Bank_heist
https://en.wikipedia.org/wiki/SWIFT
https://en.wikipedia.org/wiki/SWIFT
http://www.reuters.com/article/us-usa-fed-bangladesh-idUSKCN0XI1UO
https://github.com/gentilkiwi/mimikatz
http://money.cnn.com/2016/08/31/technology/swift-bank-hacks/
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Though each hack had slight technical differences, the 

modus operandi was the same. Attackers used typical 

attacks (such as spear-phishing emails) to circumvent 

the banks security controls and gain access to an 

internal computer. They used more advanced malware, 

which was able to evade detection, to gain persistence 

on the victim system. They then leveraged that 

computer’s internal access to steal credentials, and gain 

access to the SWIFT systems, where they attempted to 

initiate fraudulent cash transactions while cleaning up 

their tracks. 

Eventually, security researchers from two vendors 

identified and analyzed the malware and tools used 

in these attacks, which they tied to the North Korean 

Lazarus hacking group—the same group allegedly 

behind the Sony Picture hack. They identified a key 

trojan used in the attack, called BanSwift, which our 

GAV service identifies as PSW.Banker7.XXX or Agent5.

ANIE. 

The PSW.Banker7 trojan in particular is an advanced, 

polymorphic banking trojan that’s used in targeted 

attacks. Looking at our Q4 results, we blocked 68 

incidents attempting to deliver this trojan, focused 

only in the U.S. and Brazil. This suggests criminals were 

targeting banks in U.S. and Brazil during Q4. 

Q4 SWIFT Hack Update

This brings us to the Q4 SWIFT hacking update. In 

October 2016, researchers from Symantec identified 

new malware used in SWIFT banking attacks, which 

they attributed to a different hacking group. They call 

the new SWIFT trojan Odinaff, and WatchGuard GAV 

recognizes it as Crypt5.XXXX variants. 

This new group targets SWIFT banks with spear-

phishing emails that contain malicious Word macro 

documents, which act as droppers for the Odinaff 

trojan. We analyzed a variant of this trojan (Crypt5.CICJ: 

22be72632de9f64beca49bf4d179104bcaeeb34bb8a96) 

to see what it does. 

First, the trojan has code to unpack itself. It stalls or 

delays some of its behaviors, and checks for debuggers, 

likely to try and evade automated malware analysis. It 

copies itself to a new location and deletes its original 

files. It reads your machine name and its GUID. It also 

searches the Windows certificate store. Finally, the 

Figure 11: Chart of BanSwift-related banking trojan in Q4  
(Banking Trojan Variant and hit count) 
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https://www.anomali.com/blog/evidence-of-stronger-ties-between-north-korea-and-swift-banking-attacks
https://www.anomali.com/blog/evidence-of-stronger-ties-between-north-korea-and-swift-banking-attacks
https://www.symantec.com/connect/blogs/odinaff-new-trojan-used-high-level-financial-attacks
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trojan makes an HTTPS connection to a hardcoded IP 

address to contact its command & control (C&C) server. 

It has code that allows attackers to load additional 

files over this C&C. In short, it’s a relatively lightweight 

trojan.

Our Crypt5.XXXX rules are generic signatures that 

catch many different malware variants packed in a 

certain way. While we did not see any specific incidents 

of Odinaff malware (Crypt5.BMRU and Crypt5.CICJ) 

in our Q4 data, we did see 3,280 hits on other Crypt5.

XXXX variants. These variants primarily were detected 

in Italy, Canada, Japan, and Belgium. It’s hard to say if 

these are new variants of the same banking malware, or 

just malware packed in a similar fashion.

In any case, it’s clear that multiple hacking groups are 

targeting banks that are part of the SWIFT network. 

They use normal malware delivery techniques, such 

as network exploitation, spear-phishing, or drive-by 

downloads to infect at least one computer in the bank, 

then they use internal hacking tools like Mimikatz, to 

steal your users’ credentials and eventually pivot to 

your SWIFT system.  

Figure 12: Crypt5.CICJ APT Blocker Sandbox analysis

SWIFT Banking Attacks Defense Learnings

Leverage advanced malware solutions 
Since these trojans were packed and customized for these targeted attacks, they evaded 

many signature-based AV solutions on day one. That’s why we highly recommend 

advanced threat prevention (ATP) systems like WatchGuard’s APT Blocker to catch 

these zero-day malware variants. Using behavioral detection, APT Blocker can catch new 

malware that could take weeks for legacy AV to recognize. 

Adopt UTM defense  
Meanwhile, the other bank hacks demonstrate the value of layered defense. Having an 

application layer firewall, intrusion prevention services, C&C detection mechanisms, and 

advance malware prevention systems (all of which you can get in WatchGuard’s Firebox) 

may have prevented these attackers’ trojans from ever reaching their victims. 

Segment your internal network  
The SWIFT hacking incidents illustrate the benefit to basic network security practices. The Bangladesh 

hack in particular may have easily been mitigated with a basic firewall. Furthermore, if you also use 

your firewall to segment your internal network, separating important SWIFT servers from your tellers’ 

computers, you make it harder for attackers to pivot their attack even if they do infect one of your users. 

1
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Alleged Russian Election 
Manipulation

Leading up to the 2016 United States general 

election, the Democratic National Convention 

(DNC) suffered a network breach, which resulted 

in many emails sent by senior members leaking 

through various news outlets and websites including 

DCLeaks.com and WikiLeaks.org.

In October 2016, the U.S. Department of Homeland 

Security (DHS) and the Office of the Director of 

National Intelligence released a joint statement 

claiming the compromise and disclosures were 

consistent with Russian-directed efforts. Several 

months later, the DHS and the Federal Bureau of 

Investigation (FBI) released a Joint Analysis Report 

(JAR) with technical details about the attacks. 

In their report, the U.S. Government refers to the 

attacks as Grizzly Steppe.

The report does not provide a “smoking gun” or 

clear evidence of the attack origin. The report does 

claim that technical indicators from the attacks 

are similar enough to previous Russian civilian 

and military Intelligence Services (RIS) activity to 

attribute the attacks to the organization. Details 

substantiating these attributions were not publicly 

disclosed.

In the JAR, Grizzly Steppe refers to two separate 

intrusions by threat-actors APT-29 (Cozy Bear) and 

APT-28 (Fancy Bear) in summer 2015 and spring 

2016 respectively. Both incidents used targeted 

spear-phishing towards members of the DNC, 

though the rest of the attack methods differed.

In the summer 2015 attack, APT-29 used legitimate 

domains including U.S. organizations and 

educational institutions to host malware and send 

spear-phishing emails. The spear-phishing emails 

contained malicious links to the hosted malware 

and attachments containing malware. At least one 

member of the DNC clicked a malicious link or 

opened a malicious attachment which allowed APT-

29 to infect the party’s systems. APT-29 ultimately 

exfiltrated email from several accounts during this 

attack.

In the spring 2016 attack, APT-28 used spear-

phishing emails to trick victims into changing their 

passwords through a fake webmail domain. APT-28 

then used these credentials to gain access to the 

DNC’s systems and exfiltrate emails from multiple 

senior party officials.

The JAR contains a set of Indicators of Compromise 

(IOCs) including a CSV of malicious IPs and domains, 

and a Yara signature for a PHP webshell used as 

part of the attack. The Yara signature matches a 

PHP webshell named P.A.S., created by a malware 

author who goes by the handle Profexer. Until a few 

weeks ago, the webshell was freely available for 

download from the author’s website. The author has 

since stated that access to the webshell download 

has been removed while he decides the future of his 

project.

Versions of the P.A.S. webshell are still available online, including the version matching the Yara signature 

made public in the JAR. The webshell is an obfuscated PHP script containing an encrypted Base64-encoded 

block of code and functions to unpack and run it. An excerpt of the webshell code is below with the Base64-

encoded block truncated.

http://dcleaks.com/
https://wikileaks.org/
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national
https://www.us-cert.gov/sites/default/files/publications/JAR_16-20296A_GRIZZLY STEPPE-2016-1229.pdf
https://en.wikipedia.org/wiki/Comma-separated_values
http://virustotal.github.io/yara/
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To access the webshell, the attacker must first 

upload the script to a web-accessible directory 

on a victim web server. The first time the attacker 

browses to the script, a simple web form is 

displayed prompting the attacker for a password 

to decrypt and execute the webshell code. If the 

entered password is correct, it is stored in a cookie 

to automatically decrypt and execute the webshell 

code on subsequent visits by the attacker.

The script decodes the webshell code and stores 

it into a variable. It then checks if the decryption 

password was provided via the web form, or if it 

has been saved in a cookie. If the password was 

provided, the script moves on to decryption and 

execution.

The script first derives the decryption key from the 

provided password using the following function.

The webshell author took steps to both avoid signature-based detection and make analysis of the script 

difficult by using similarly-named variables which are overwritten as the script executes. Expanding the script 

and replacing the variable names helps show exactly how the webshell functions. 

The first 32 bytes of the decryption key are simply an md5 hash of the password. The script then generates 

an md5 hash of the password with its character order reversed (ex. 123456 to 654321) and takes the first n 

bytes of the new hash, where n is the number of characters in the password, and appends them to the first 

32 bytes of the key to create the full decryption key. With the decryption key in hand, the script moves on to 

the decryption function.
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The decryption function is contained within a loop 

that iterates n times where n is the size in bytes of 

the encrypted webshell code (15324 bytes in this 

sample). Each iteration increments a counter variable 

and decrypts a single byte of the webshell code 

using a single byte of the key, starting with the first 

byte of each in the first iteration.

Using the counter variable to keep track of the byte 

being decrypted during each iteration, the script 

takes the current byte of the encrypted webshell 

code and the current byte of the key and converts 

each to an integer between 0 and 255 using 

Extended ASCII Codes. The script then subtracts the 

key integer from the webshell code integer to create 

a value we will temporarily call x. Next, the script 

uses a modulo operation to return the remainder of 

x divided by 256, or x mod 256. Finally, the script 

converts the return value of the modulo operation 

back into a character using the Extended ASCII table. 

This character is added to a variable containing the 

decrypted webshell code. The same character is 

appended to the decryption key to create enough 

key material for decrypting the entire webshell code 

block. 

Once the webshell code has been fully decrypted, 

the script decompresses the code and saves it as 

an executable PHP function. The script cleans up 

the other variables it used and then executes the 

webshell.

Targeted spear-phishing was the primary attack vector 
for both Grizzly Steppe attacks. Overall, spear-phishing 
remains popular among attackers for malware delivery 
and sensitive information theft. 

Figure 13: Web UI of the P.A.S PHP webshell

http://www.asciitable.com
https://en.wikipedia.org/wiki/Modulo_operation
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Targeted spear-phishing was the primary attack 

vector for both Grizzly Steppe attacks. Overall, 

spear-phishing remains popular among attackers 

for malware delivery and sensitive information 

theft. The most effective defense against a spear-

phishing attack is user or employee education. All 

organizations should include security education as 

a company policy. Part of that security education 

should be training to spot phishing messages 

that slip through perimeter anti-spam services. 

Intentionally phishing your own employees (with 

innocuous emails that simply track who clicked what 

links) is a popular tool for identifying individuals that 

may require more training. 

PHP webshells continue to be a popular attack 

against Internet-accessible web servers (as was 

also seen by our Firebox Feed malware data). IT 

professionals should, at a minimum, implement the 

three strategies provided below to protect against 

PHP webshells.

Disable unneeded add-ons and extensions

Unmaintained add-ons and extensions to popular Content Management 

System (CMS) software are a common intrusion point for attackers. 

Additionally, add-ons can add to the complexity of the system, increasing the 

difficulty to accurately perform a security audit. In general, if you do not have 

a specific need for an add-on or extension, it should be disabled and removed.

Deploy a firewall with UTM services 
to protect your servers

A common mistake made by IT professionals is believing 

that blocking critical ports is sufficient, especially when 

using cloud-hosting providers like Amazon AWS. Attackers 

commonly exploit vulnerabilities in the web applications 

themselves to upload malware or steal sensitive information. 

Deploying a suite of services including Antivirus and IPS can 

stop attackers from compromising your system.

1

2

3

Fully patch all applications 
and systems 

Attackers love going after the low-hanging fruit. 

Keeping applications, services, and operating 

systems up to date on patches directly increases 

their defenses against common attacks. If 

installing patches automatically as they become 

available from the manufacturer isn’t an option, 

IT professionals should at least follow a strict 

patching schedule to ensure their software 

remains up to date.

Alleged Russian Election 
Manipulation Defense Learnings



Internet Security Report: Q4 2016   •   31

WatchGuard Threat Lab’s 
IoT Research Project



WatchGuard Threat Lab’s IoT Research Project

Internet Security Report: Q4 2016   •   32

WatchGuard Threat Lab’s 
IoT Research Project

In response to the rapid spread 

of the Mirai botnet in Q4 2016, 

WatchGuard’s Threat Lab launched 

an ongoing project to analyze 

IoT devices for security flaws. For 

Q4, testing targets included Wi-Fi 

cameras, fitness accessories, and 

network-enabled novelty devices 

among others. All security flaws 

found were responsibly disclosed to 

device manufacturers for patching.

IoT testing focused primarily on three potential weak 

points for each device, and expanded depending on 

what was found.

1.   Device software and operating system 
vulnerabilities

2.   Communication channel vulnerabilities

3.   Management application and services 
vulnerabilities

Device software and operating system vulnerabilities 

include low-hanging fruit like unsecured 

management ports (Telnet, SSH, etc) and input 

sanitization in embed management portals. 

Communication channel vulnerabilities include 

weaknesses to man-in-the-middle (MitM) and Replay 

attacks as well as weaknesses in the communication 

API. Management application and services 

vulnerabilities include security flaws in external 

management software for the IoT device. 

Amcrest View Web Portal 
Analysis

One IoT device that we analyzed was the Amcrest 

IPM-721S Wireless IP camera. After setup, the camera 

opens a connection back to Amcrest to allow 

remote viewing. The camera offered remote live 

viewing via two different web applications hosted at 

amcrestcloud.com and amcrestview.com. 

The amcrestview.com web portal uses an ActiveX 

plugin to handle P2P connections between the 

browser and any cameras associated with the user’s 

account. The camera’s owner first creates an account 

on the web application and then adds their camera 

to the account via its serial number. Our initial testing 

focused on viewing a camera live feed without using 

the owner’s account.

Accessing the camera starts with sending the 

serial number in an HTTP POST request to https://

www.amcrestview.com/equipment/equipment_

goToEquipmentWeb.action. The server returns 

connection information which the browser then 

hands off to the ActiveX plugin to connect to the 

camera.

Device software and operating system vulnerabilities include low-
hanging fruit like unsecured management ports (Telnet, SSH, etc) and 
input sanitization in embed management portals. Communication 
channel vulnerabilities include weaknesses to man-in-the-middle (MitM) 
and Replay attacks as well as weaknesses in the communication API. 
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Request

 

 

Response

Request 

 

Response

Our attempts to retrieve the same connection info with an unauthenticated session and with a separate 

authenticated user failed, confirming Amcrest verifies ownership of the serial number before providing 

connection details. The analysis then moved on to taking over a camera owner’s account to view the 

camera live feed. 

Amcrestview.com, like most web applications, has a facility for modifying account settings like the 

associated email address. To change the email address associated with an account, the browser submits 

a POST request to https://www.amcrestview.com/account/users_modifyUserInfo. A successful edit 

returns “true” in the response body while an unsuccessful edit returns “false” in the response body.
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WatchGuard Threat Lab’s IoT Research Project

The POST request contains several parameters with 

the important ones being user.userName and user.

email. A successful request tells amcrestview.com to 

set the email address for the username in the user.

userName parameter to the value of the user.email 

parameter. As it turned out, this request succeeded 

even if the user.userName parameter didn’t match 

the username of the currently authenticated session. 

Logging in to the “victim” account (a second test 

account in this case) confirmed that the email 

address had been modified by the attacking user. An 

attacker could use this vulnerability to modify the 

email address associated with any account and issue 

a password reset to take over access to the account 

including live access to their cameras.

Furthermore, the user.email parameter in the 

aforementioned post request was not validated or 

fully sanitized. This vulnerability could be exploited 

to inject arbitrary JavaScript into a victim’s session; 

a perfect example of a stored cross-site scripting 

(XSS) vulnerability.

Both the XSS and unauthorized account modification 

vulnerabilities were reported to Amcrest and 

confirmed resolved within 30 days. A responsible 

disclosure was subsequently published on secplicity.

org. 

 

Figure 14: Proof-of-Concept example of a successful XSS 
attack against the Amcrest View Web UI

https://www.secplicity.org/2017/01/18/responsible-disclosure-amcrest-view-web-portal
https://www.secplicity.org/2017/01/18/responsible-disclosure-amcrest-view-web-portal
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Largely thanks to the impact of the Mirai botnet, 

the importance of security in IoT devices is gaining 

attention. While none of the devices reviewed in 

the project were directly vulnerable to Mirai or its 

variants, unsecured management access remains a 

primary concern for IoT devices. 

As security on IoT devices themselves improves, 

manufacturers must ensure associated applications 

and software are reviewed as well. During our 

testing, several simple vulnerabilities were discovered 

in management web applications that could result 

in loss of privacy or sensitive information for 

consumers.

Consumers should take steps to secure the IoT 

devices they purchase, as well as urge device 

manufacturers to focus on security. At a minimum, 

consumer should follow these three strategies.

Keep IoT devices 
updated with the 
latest software 
and firmware 
available from the 
manufacturer
As vulnerabilities are discovered 

and reported to manufacturers, the 

responsible ones will issue patches to 

fix the flaws. As a consumer, you should 

regularly check for updates to your 

devices to ensure they remain secure 

and reduce the risk of them being 

added to a Mirai-like botnet.Purchase your 
IoT devices from 
manufacturers that 
include security 
considerations in 
development
This one is difficult because manufacturers 

aren’t always transparent when it comes 

to security. Manufacturers that respond to 

and resolve security flaws should still be 

favored over those that don’t. 

Never connect an 
IoT device directly 
to the Internet
This includes simple “port forwarding” 

through a router to the device. If 

remote access to your device is 

required, use a mobile VPN solution 

to securely connect back to the local 

network where the device sits.

1
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WatchGuard Threat Lab’s 
IoT Defense Learnings
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If you only extract one thing from this report, we hope it’s the realization that the 

current Internet threat landscape has become greatly varied, fast-moving, and 

very dangerous. 

Defense Highlights

On one hand, we see continued growth and utilization 

of classic threats and attack techniques. On the other 

hand, we also see more advanced threat actors reviving 

these classics with new obfuscation techniques, better 

delivery mechanisms, and by targeting new victims and 

attack surfaces (like IoT).  

On one side, businesses need to battle the constant 

noise of automated attacks coming from less-savvy 

cyber criminals and push-button exploit tools, on the 

other side more sophisticated criminals, and even 

nation-states are launching very sophisticated and 

targeted attacks, against banks, healthcare institutes, 

and political organizations.

Unfortunately, there is no silver-bullet defense that 

guarantees you to survive this dangerous cyber 

environment. However, once you understand the 

latest threat trends, you can craft the proper mix of 

layered security and human policy that will keep your 

organization safe. Throughout this report, we have 

shared detailed defense lessons for the individual 

trends we identified. We’ll end with a few final high-level 

defense strategies every organization should consider. 

Defense Highlights

30% of the malware WatchGuard blocked this quarter 
was missed by signature-based AV. While the industry will 
probably keep signature-detection around as a speedy 
way to quickly block the latest threats, it will NOT catch 
the latest ransomware, trojan, and botnet variants. 
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Security best practices (and firewalls)  
are still required

In the evolved, threat landscape we live in, many have come to the 
realization that firewalls, antivirus (AV), and other basic defenses are no 
longer enough to protect us from advanced threats. However, not enough 

DOESN’T mean not required. Many of the attacks we’ve seen recently could have 

easily been prevented with basic defenses. For instance, the Bangladesh bank may 

not have experienced the SWIFT hack if they had a simple firewall. The IoT victims 

of the Mirai botnet wouldn’t have gotten infected if their firewall prevented telnet. 

While it’s true that you also need more modern security controls to prevent more 

advanced attacks, don’t let your classic defenses wilt. 

Implement layered, Kill Chain defenses

Attackers hit us in every direction. We’re bombarded with spear-phishing 
threats in our inbox. Simply browsing the web risks a run-in with an exploit kit 

or drive-by download. Meanwhile, automated tools constantly scan our networks 

looking for new devices and new victims. These modern attacks also unravel in 

many stages. A web-based attack includes additional obfuscation. When exploits 

do succeed, they deliver payloads in multiple stages, with droppers and additional 

evasive tactics. When malware runs, it calls home, and tries to spread and pivot 

throughout your network. Layered defense is the only way you can protect yourself 

from all these attack vectors and stages. Make sure to implement Kill Chain defense, 

which includes different layers of security for different attacks stages, to survive. 

We’ve talked about many of these security layers throughout this report, and you 

can learn more by reading about WatchGuard’s Total Security Suite. 

 Technological security controls are not enough

There are a number of different security services and products that really 
can keep the majority of threats out of your network. However, even with the 

best defenses, users can still make simple mistakes and accidentally allow an attack 

right around your defenses—spear-phishing being a prominent example. As you learn 

about the latest security trends, train your users about them. For instance, we know 

attackers commonly use Office documents with malicious macros to sneak past your 

security. Make sure your users know this, too. 

You need an advanced malware  
prevention solution

30% of the malware WatchGuard blocked this quarter was missed by 
signature-based AV. While the industry will probably keep signature-detection 

around as a speedy way to quickly block the latest threats, it will NOT catch the 

latest ransomware, trojan, and botnet variants. If you want to keep malware off your 

systems, you need solutions that can identify malware proactively, without relying 

on patterns or signatures. WatchGuard’s APT Blocker is one such solution. 
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Summary

We hope you enjoyed our first quarterly security report, 

and more importantly, learned something from it that 

can help you defend your network. Feel free to share any 

feedback you have about the report with SecurityReport@

watchguard.com, and join us next quarter. 

About Watchguard?

mailto:SecurityReport%40watchguard.com?subject=Inquiry%20from%20report
mailto:SecurityReport%40watchguard.com?subject=Inquiry%20from%20report

